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Introduction

Introduction:

The BIET module is a single board EtherNet® solution for Automatic Identification. The BIET module integrates
BALOGH'S Passive Radio Frequency Identification Technology and the EtherNet® architecture into one field
mountable enclosure. The BIET module is designed to manage two BALOGH Transceiver channels and allows
the user to pass TAG data across an EtherNet® network with a simple set of instructions. This is a multi-protocol
board, it communicates with TCP/IP, EtherNet/IP, and ModBusTCP/IP protocols.

The BICN is equipped with 10 LED indicators, for field diagnostics. Other features include flash upgradeability
via the unit’s network connection, and a user terminal mode serial output for modification of network settings.

Some of the features of the module are as follows:

IP65 Field mountable enclosure - Quick connectors for all field wiring
Ten status LEDS attachments

Supports (2) Transceiver channels -1 M-12 Micro Network connection
Baud rate: 10 or 100 Mbauds - Flash upgradeable

Static IP -1 user serial port

2 Transceiver Channels
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Related Hardware and Software

For the purposes of developing this manual the following hardware and software, available separately from
Rockwell Automation was used:

Hardware

1. Logix 5550 Rev 10.23 Logix 5550 Processor Unit
2. 1756-ENBT-A REV 1.61 Power Supply

Software 7 slot Chassis

3. RS Logix 5000 Version 10.00.00

Mechanical Specifications:
The BIET is housed in an extruded aluminum enclosure. Each end of the enclosure is capped and sealed
by a gasket. All connectors that enter the enclosure are IP-67 rated.

Dimensions:
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BIET Power Requirements

BIET Power Consumption (without Transceivers):
Maximum current consumed 160mA @ 24VDC

BIET Power Consumption (with 2 Transceivers):
Maximum current consumed 360mA @ 24VDC

Hardware Description:

Status LEDS:
The BIET is equipped with 10 status LEDS that are externally visible.
3 LEDS per Transceiver channel:
Indicating TAG Present (Green)
Indicating Operation In Progress (Green)
Indicating Transceiver/command execution fault (Red)
1 Green LED indication of 24 VDC power

The figure below depicts the location of status LEDS on the BIET side cover

3637 Old US-23 Suite 100 Brighton, Ml 48114 - (248) 486-RFID - Subject to Modifications
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BIET LED INDICATORS

Network Status LED: Green

For this state: LED is: | To indicate:

Network connected On That a hardware connection with the network is established
Network Disconnected Off That no hardware connection with the network exists
Power LED: Green

For this state: LED is: | To indicate:

24 VDC Power Active On Power is provided to unit

24 VDC Power Inactive Off Power is not provided to unit

TAG Present LED: Green

For this state: LED is: | To indicate:

TAG Present On TAG is in the Transceiver Transmission Zone

TAG Absent Off TAG is not within the Transceiver Transmission Zone

Operation in Progress LED: Green

For this state: LED is: | To indicate:

Command in Progress On Executing Command

No Command in Progress | Off Idle: No Command Pending
Channel Status LED: Red

For this state: LED is: To indicate:

Channel detects fault On Transceiver/TAG fault
Channel operational Off Transceiver/TAG is operational

User Serial Port LED: Bicolor

LED

To indicate:

Flashing continuously Green

User Port Opened and Ready to Receive Serial Data

Flashing once Red

Data has been Transmitted on the User Serial Port

BIET Cable Connections
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The following cable connections are located on the BIET module and are made via quick connectors.

Two five pin female connectors designated CHANNEL 1 and CHANNEL 2 which are used to connect Balogh
transceivers to the BIET module.

One four pin male connector designated 24 V which is used to provide 24VDC power to the BIET module.
One four pin female connector designated RS-232 which has a dual role as either a user configuration port for
setting network parameters ( IP address , Subnet Mask, etc. ) via a terminal program, or this port can be
enabled via DIP switch as a users serial port when the EtherNet/IP protocol is selected.

One EtherNet network connection designated ETHERNET. This connection is available in two forms.

Female RJ45 connector
8 Pin female M-12 Micro connector

TRANSCEIVER CONNECTIONS
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Transceiver Connection Pin Outs and Mating Connecto  r Types:

The BIET is equipped with two five pin female connectors that are used to provide power and communications
to Balogh transceivers. The table below details the purpose of each pin.

Pin Number Description
Pin 1 +24 VDC power output to transceiver Power (V)
Pin 2 Communications Input from Transceiver Output ( S)
Pin 3 Communications Output to Transceiver Input (E)
Pin 4 0 VDC power common to transceiver ( O)
Pin 5 Shield Connection

The following table lists the connector types that are specified for connecting a Transceiver to the BIET Module.
The part numbers listed below are available from BALOGH. Please consult the BALOGH Product Guide for
complete listing.

Integrated male/female patch cable assembly available in
M-F/EXT/*M lengths of 2 meters, 5 meters, 10 meters, 15 meters, and
20 meters. Other lengths available by special order.

The drawing below depicts the wiring schematic used when connecting a FC/Male connector to the

BIET Module.

MALE CONNECTOR - END VIEW
4 - BLACK Shield

© 3-BLUE
1 - BROWN E

V

2 - WHITE
S

POWER CONNECTION
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Power Connection Pin Outs and Mating Connector Type  s:

The BIET uses one four pin male connector through which an external 24VDC power source is applied to power
the BIET and its attached transceivers. The table below details the purpose of each pin.

Pin Number Description
Pin 1 + 24 VDC externally supplied power source
Pin 2 Not connected
Pin 3 Not connected
Pin 4 0 VDC of externally supplied power source

The following table lists the connector types that are specified for connecting power to the BIET Module. The
part numbers listed below are available from BALOGH.

Please consult the BALOGH Product Guide for complete details.

. Integrated female connector and cable assembly available
SEF-ST/*M )

in lengths from 2 meters to 50 meters.
FC/Eemale Eaeg?:Ie field connector housing for field wiring of separate

The drawing below depicts the wiring schematic used when connecting an FC/Female connector to the
BIET.

FEMALE CONNECTOR - END VIEW

4 - BLACK
(0]

1- BROWN

Not
Connected

Not
Connected

RS-232 CONNECTION

RS-232 Connection Pin Outs:

The BIET uses one five pin female connector for RS-232 communications .The table below describes the
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purpose of each pin. This RS-232 connection has a dual purpose based upon the position switch 4 on the 4
position DIP switch located within the BIET. See RS-232 Modes Section for more details.

Pin Number Description
Pin 1 Not Used
Pin 2 RS-232 Receive Data
Pin 3 RS-232 Transmit Data
Pin 4 Signal Ground
Pin 5 Not used

RS-232 MODE SELECTION

The RS-232 connection available on the BIET has two functions depending upon the position of switch 4 on the
4 position DIP switch located within the BIET.

Position of Functionality of RS -232 port
Switch 4
OFF The RS-232 port is enabled to allow for
the user to configure the BIETs network
settings via a terminal program such

as Hyper Terminal.

ON The RS-232 port is enabled to act as

a user serial port so that you are able to
send and receive simple serial strings
free of any protocol.

This option is only available when the
EthetNetIP protocol option is selected

PROTOCOL SELECTION

Four Position DIP Switch Settings:
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A four position DIP switch is located behind the cover of the BIET. This switch is used to select the protocol the
BIET will use when power is applied. There are currently 3 protocol options available ModBus TCP/IP, TCP/IP
and EtherNetlIP. The selection of which is defined in the table below

Protocol Dip Switch

1 2 3
ModBus TCP/IP OFF | OFF | OFF
TCP/IP ON | OFF | OFF
EtherNetIP OFF | ON | OFF
Modbus TCP/IP Register Based Tag Mapping | OFF | OFF | ON

IP CONFIGURATION
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Proper network configuration is ultimately the responsibility of the user. The following tests are provided to assist
the user in verifying that the BIET is connected and responding on the intended IP address settings.

IPCONFIG/ALL

This is a utility that can be run from the command prompt in windows. This will allow you to see the current
network settings of your computer. The key information that you are looking for is the subnet mask and the IP
address range that your network is on. (Note: You need to make sure that the BIET has the first three
groups of numbers in the IP address set to the same value of the host computer)

Ping Test
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In order to confirm that the BIET module is communicating on the network a ping test should be preformed.
This test is run from the DOS the command prompt in windows. From the command prompt type the following
command ping (The IP address of your device) and hit enter. The screen capture that follows depicts a typical
response. If the network is not properly configured this command will timeout. (Note: You need to make sure
that the BIET has the first three number groups in the IP address set to the same value of the host

computer)

BIET HTML CONFIGURATION
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How you can configure the BIET module with any web browser.

Step one:
Enter the IP address of the module in the address bar. Default IP address is 192.168.0.1

Step two:

Click on the BIET configuration link to go to the configuration page. You can then enter in the desired IP address
Subnet Mask and Gateway Address. Next you need to click on the (send params) button to send the
configuration to the BIET. You then will need to recycle power to the BIET module. To test that the new IP was
changed on the device, re-enter the new address in the browser.

3637 Old US-23 Suite 100 Brighton, Ml 48114 - (248) 486-RFID - Subject to Modifications
15



BIET HYPER TERMINAL CONNECTION

This section will explain how to use Hyper Terminal to configure the BIET module through the external serial
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port available on the connector side of the BIET. Before this operation is attempted the user should verify that
switch four on the four Position DIP switch located behind the front cover of the BIET is in the off position. If it is
not off, then turn power to the BIET off, set the switch to the off position, connect the external port to your
RS-232 port, which will be managed by Hyper Terminal then restore power to the BIET.

Step 1:

Run Hyper Terminal and create a new connection. Name the connection and Click on OK.

Step 2:
Select the COM port that the BIET is connected to and click on OK.
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Step 3:
Next select on the Baud rate at which the BIET will communicate at and click on OK. The default Baud rate is
57600 KBaud. If the speed is set to the wrong value the data that comes back will be unrecognizable.
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Step 4:

At this point if the external serial connection is wired correctly and the COM port is correctly configured the
following screen should appear around 5 seconds after power is applied the BIET. PLEASE NOTE this screen
will only appear if DIP switch position 4 is in the OFF position. If a problem occurs cycle power to the BIET and
try again. This screen only appears after a power cycle to the BIET and is available for modification for only 5
seconds under the default device settings. Once the screen appears hit any key to begin editing the device
specific network parameters.

When you go through the configuration you will be prompted to input your user specific parameters. Hit the enter
key if you want to skip over a parameter that does not require modification.

The order of configuration:

. A to accept or M to modify?

. Enter root password: Default is balogh

. Should this target use DHCP to get IP address? Default is NO
. Enter IP address: Default is 192.168.0.1

. Enter Subnet Mask: Default is 255.255.255.0
. Enter Gateway: Default is 0.0.0.0

. Update root password

. Administrator password

. Set baud rate: Default is 57600

10. The board’s serial # No need to change

11. CPU delay on boot up Default is 5 seconds

O©CO~NOOUTAWNPE
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BIET Set-Up
On a
EtherNet/IP ©® Network
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Adding a BIET to the Network

The following is a summary of the steps required to add a BIET to the EtherNet/IP network and begin
programming.

NOTE: Before beginning this process please verify that the EtherNetIP protocol has been selected on the four
position DIP switch bank located behind the front cover of the BIET. Power must be cycled to the BIET before
any new protocol selection is enabled.

Add the BIET module to the project’s EtherNet/IP® Bridge module under the 1/O configuration.

The BIET module must be assigned to an EtherNet/IP® Bridge module listed under the 1/0 configuration.

To assign the BIET, locate the EtherNet/IP® Bridge Module under the I/0 configuration tree listed in the
controller organizer tree. Right click on the module and a context sensitive menu appears, from which you can
select a New Module. Use this dialogue to select and create a new module.
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Using the Select New Module Type dialogue find the module type described as EtherNet® MODULE Generic
EtherNet® Module and click on OK.

Now the Module Create Wizard will appear. Use this tab to enter the following module properties for the BIET.
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Name
Assign a name to the BIET. This name will be used in all programming references to this device and will be
referred to as Module Name throughout this manual.

Description
Enter a description for the module here, up to 128 printable characters are allowed.

Comm. Format
You MUST select data type INT. The integer data type will be used for all scheduled and unscheduled data
representations presented within this manuals command descriptions and examples.

IP Address
Enter the IP Address that was assigned to the device through Hyper Terminal or the web browser.

Connection Parameters:
Input Instance
Assembly Instance is always 2
Size is always 32
Output Instance
Assembly Instance is always 2
Size is always 32
Configuration Instance
Assembly Instance is always 3
Size is always 0
Click on Finish to assign the BIET to the network that the EtherNet Bridge Module is managing
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Communications Description Over EtherNet/IP

The BIET interface uses a combination of I/O data and CIP messages to communicate with a host device over
the EtherNet/IP network. The description that follows outlines the specific details involved in communicating
between the Logix 5550 CPU and the BIET module via an ENBT bridge module capable of EtherNet/IP
communications.

The BIET uses four specific internal memory areas to send commands and Tag data to the BIET and to receive

command execution status and Tag data from the BIET. These memory areas are described below and will be
referred to in the following way throughout this section of the manual.

Data Input Image Array

This is an array of 32 integer size words that are mapped into the module properties of the BIET as Input
Assembly Instance 2. This array is a continuously updated image returned by the BIET. The update time is
determined by the Requested Packet Interval (RPI) property entered under the Module Properties Connection
tab of the Module Properties Dialog. The data returned includes the following information.

Module Status Word

Dynamic Status Word

Operational Status Words
Automatic Read Mode Data Results

Data Output Image Array

This is an array of 32 integer size words that are mapped into the Module Properties of the BIET as Output
Assembly Instance 2. This array is a continuously updated image sent to the BIET. The update time is
determined by the Requested Packet Interval (RPI) property entered under the Module Properties Connection
tab of the Module Properties Dialog. The data sent includes the following information.

Module Control Word
Command Request Fields
Instruction Words

Command Parameter Words

Read Data Table Memory

This is a range of 5 memory zones within the BIET that provides storage for TAG read data resulting from a
read commands execution. This memory is accessed by the host via the CIP Data Table Read Message
instruction.

Write Data Table Memory

This is a range of 5 memory zones within the BIET that provides storage for data that is to be written to a TAG.
This memory is updated by the host via the CIP Data Table Write Message instruction.
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Operational Description

Communicating with the BIET is a simple process involving only a few steps. In order for the BIET to execute a
Command Requests, an Instruction Word and its related Command Parameters must be transmitted to the
BIET. The BIET uses the Output Image Array to accomplish this task.

The Data Output Image Array is arranged as five Command Request Fields. Each zone occupies specific
memory locations within the Data Output Image Array and it is within these defined zones that the user will
assemble a Command Request .

A Command Request is comprised of six words of information. The first word of each zone is the Instruction
Word, this word acts as a trigger to instruct the BIET to evaluate the five Command Parameters that will follow
and determine if a valid Command Request is present. The usage of the Instruction Word is key to the
behavior of the BIET. The Instruction Word acts as a trigger, any value other than 0 will cause the BIET to
evaluate the Command Request Field. Because this word acts as a trigger its value is normally set to zero.
When the value of zero is present within the Instruction Word the BIET will ignore that Command Request
Field . When a valid instruction is placed within this word the BIET will validate the command parameters and
begin the execution of the command.

Hint:

To minimize the number of PLC operations the user can preload the Command Parameter Words of each
required Command Request Field upon initialization of the PLC program. Then all that is required to execute a
Command Request is the writing and clearing of the Instruction Word when action is required.

Once a Command Request is initiated the BIET uses the Data Input Image Array to convey the Execution
Status of command in progress.

The Data Input Image Array is comprised of several words of information that provide details of the BIET
modules operation. There are 5 specific words of information that are referred to as the Operational Status
Words that are used track the execution progress of each command zone.

The Operational Status Word consists of eight bits of data located in the low byte of the word. These bits
include the Execution Bit, Tag Memory bit, General Fault Bit and specific fault indications. One Operational
Status word is associated with each Command Request Field. This information is continuously communicated
back to the host. When a valid instruction is received the BIET updates the Operational Status Word

associated with the Command Request Field at the start of the commands execution and will set the Execution
Bit low (0). Upon completion of the command, this word will be updated again with the Execution bit returned
high (1) and any relevant fault information if generated will be updated. The user will monitor this word to
determine when a command has completed.
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Command Execution Sequence

Step 1

CPU

Output Image:

Load Command Parameters into a
Command Request Field in the
Output Image Table

Step 2

CPU

Output Image:

Send a command to the Instruction
Word related the Command
Parameter Field requiring execution.

Step 3

CPU

Input Image:

Monitor related Operational Status
Word testing for the Execution Bit to
transition Low.

Step 4

CPU

Input Image:

Monitor related Operational Status
Word testing for the Execution Bit to
transition High.

CIP Data Table Read:

Send a Message instruction to read
the contents of the appropriate
Read Data Table Zone.

READ REQUEST

LOAD PARAMETERS

|

SEND COMMAND

|

STATUS

|

STATUS

|

READ TAG DATA

|

BIET

Command Parameter Field:

Channel Number
Number Of Bytes
Starting Address
Not Used
Time Out

BIET

Command Request Field 1

Command Request Field 7

Command Request Field 13

Command Request Field 19

Command Request Field 25

BIET

Operational status result word

High Byte Low Byte

00 Status

BIET

Operational status result word

High Byte Low Byte
00 Status
ReadDatal
ReadData5
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Command Execution Sequence Cont.

Step 1

CPU

Output Image:

Load Command Parameters into a
Command Request Field in the
Output Image Table

Step 2

CPU

Output Image:

Send a command to the Instruction
Word related the Command
Parameter Field requiring execution.

CIP Data Table Write:

Send a Message instruction
containing the data to write

To the TAG to the appropriate Write
Tag Data Table.

Step 3

CPU

Input Imag e:

Monitor related Operational Status
Word testing for the Execution Bit to
transition Low.

Module Name: | .Data (x).7

Step 4

CPU

Input Image:

Monitor related Operational Status
Word testing for the Execution Bit to
transition high.

WRITE REQUEST

LOAD PARAMETERS

>

SEND COMMAND

-

WRITE TAG DATA

<

STATUS

BIET

Command Parameter Field:

Channel Number
Number Of Bytes
Starting Address
Not Used
Time Out

BIET

Command Request Field 1

Command Request Field 7

Command Request Field 13

Command Request Field 19

Command Request Field 25

WriteData 1

WriteData 5

BIET

Operational status result word

High Byte l Low Byte

00 Status
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/O Image Data Format

Data is represented in the 32 word 1/0O image that is defined when the module is assigned to a network.
References to the data will take the following form.

ModuleName:x.Data[n].b
ModuleName is the name assigned to the BIET with the Module Create Wizard.
x will be either I, for input, or O for output, and defines the scheduled data image being referenced.
n will be a decimal number between 0 and 31 and indicates the offset into the data image table.
b will represent a bit offset from 0 to 15 that indicates a specific bit within the data word.
For example BIET01:0.Data[0].0

This reference is to the BIET module named BIETO01 and is directed toward the scheduled data output image
Word 0 bit 0 which happens to be the RUN enable bit for the BIET module.

Data Input Image

The data input image consists of 32 words of data that are always defined as an INT. These fields are
continuously updated as part of the I/O data transfer on the EtherNet/IP® Network. The update time is
determined by the setting of the Requested Packet Interval (RPI) when the module is added to a network. These
fields contain information regarding the state of the module, the current status of each Transceiver connection,
the execution status of each command field, and a special purpose data zone for Fixed Code mode of
operation.

Note regarding the Requested Packet Interval:
It is important to set the Requested Packet Interval for an update time suitable for the application. The update

time chosen determines how often the host will receive Input Image updates from the BIET. A very long RPI will
result in events taking place at the BIET module that may never seen buy the host logic.
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Data Input Image Array

Memory Map for BIET Data Input Image

ModuleName:l. Data[00]

Module Status

ModuleName:l. Data[01]

Dynamic status

Operation Status Results Words

ModuleName:l. Data[02]

Op. Status Result Zonel

ModuleName:l. Data[03]

Op. Status Result Zone2

ModuleName:l. Data[04]

Op. Status Result Zone3

ModuleName:l. Data[05]

Op. Status Result Zone4

ModuleName:l. Data[06]

Op. Status Result Zoneb

User Serial Port # RX and TX Byte Indicators

ModuleName:l.Data[08]

Number of Serial Bytes Received

ModuleName:l.Data[10]

Number of Serial Bytes Transmitted

Fixed Code Read Results Field

ModuleName:l. Data[12]

Fixed Code Channel Read Channel 1

ModuleName:l. Data[13]

Fixed Code Channel Read Channel 1

ModuleName:l. Data[14]

Fixed Code Channel Read Channel 1

ModuleName:l. Data[15]

Fixed Code Channel Read Channel 1

ModuleName:l. Data[16]

Fixed Code Channel Read Channel 2

ModuleName:l. Data[17]

Fixed Code Channel Read Channel 2

ModuleName:l. Data[18]

Fixed Code Channel Read Channel 2

ModuleName:l. Data[19]

Fixed Code Channel Read Channel 2

ModuleName:l. Data[20]

Reserved

khkkkhkkkkkk

*kkkhkkkhkhx

khkkkhkkkkkk

*kkkhkkkhkhx

kkhkkkhkkkkkk

*kkkhkkkhkkx

ModuleName:l. Data[31]

Reserved
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Module Status Word

Word 0 Data

Module Status Word Definition

The Module Status word provides feedback for events requested using the control word.

Bits 15 -8 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Fixed . .
Reserved Reset Ch | Reset Ch Swap Reserved Code Invalid Invalid Run/Stop
2 1 Code Channel
Mode
bit 0 Run/Stop Copy of the RUN/STOP bit from the control word
bit 1 Invalid Channel When true (1) indicates that the user entered an invalid Transceiver
2 channel number.
© | bit2 Invalid Code When true (1) indicates that the user has sent an invalid command code
M |bit3 Fixed Code Mode | Copy of the Fixed Code Mode bit from the control word
D | bit4 Reserved Always zero
-g bit 5 Swap Bit Copy of the Swap Bit from the control word
§ bit 6 Reset CH1 Copy of the Reset Channel 1 bit from the control word
bit 7 Reset CH2 Copy of the Reset Channel 2 bit from the control word
bit 8 - 15 | Reserved Always zero
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Dynamic Status Word

Word 1 Input Data

Dynamic Status Word

The dynamic status is a continuously updated word that contains the status of each Transceiver channel
regardless of the execution state of the channel. This data is useful for monitoring the state of each Transceiver
channel and determining the presence or absence of a TAG without the need for an externally hard-wired input.

Dynamic Status Word 1

Bit Name Description

C 0 ModuleName:l. Data[01].0 Specific Fault (bits 0-3) Description of Specific Fault
H 1 ModuleName:|l. Data[01].1 Specific Fault (bits 0-3) Description of Specific Fault
A 2 ModuleName:|. Data[01].2 Specific Fault (bits 0-3) Description of Specific Fault
N 3 ModuleName:Il. Data[01].3 Specific Fault (bits 0-3) Description of Specific Fault
g 4 ModuleName:|l. Data[01].4 General Fault 1 = Fault or Timeout
L 5 ModuleName:|l. Data[01].5 TAG Present 1 = TAG Present

6 ModuleName:Il. Data[01].6 Low Battery 1 = Battery Low (1, 2)
1 7 | ModuleName:I. Data[01].7 Execution Status 1 = Execution Complete
C 8 ModuleName:l. Data[01].8 Specific Fault (bits 0-3) Description of Specific Fault
H 9 ModuleName:|l. Data[01].9 Specific Fault (bits 0-3) Description of Specific Fault
Al 10 ModuleName:Il. Data[01].10 Specific Fault (bits 0-3) Description of Specific Fault
N 11 ModuleName:l. Data[01].11 Specific Fault (bits 0-3) Description of Specific Fault
N1 ModuleName:|l. Data[01].12 General Fault 1 = Fault or Timeout
E 13 ModuleName:|l. Data[01].13 TAG Present 1 =TAG Present

14 ModuleName:Il. Data[01].14 Low Battery 1 = Battery Low *
2 | 15 | ModuleName:l. Data[01].15 Execution Status 1 = Execution Complete

1. This bit is NOT applicable to the battery-less Read/Write series of TAGS.

2. When reading the "OF" style Fixed Code TAG, this bit is used to indicate that the new TAG data
read is different from the last TAG data read.

Specific Fault Codes:

The following table of fault codes is valid when the general fault bit of the status result is set to one.

Specific Error Description

Fault Code Meaning
01 Hex Invalid Data Length
05 Hex Internal channel hardware fault
0B Hex Invalid TAG address requested
0C Hex Transceiver fault
OE Hex TAG memory fault
OF Hex TAG dialogue fault
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Operation Status Result Word

Input Image Words 2-6
Operational Status Result Words

This word provides the status of the current command that has been executed. This word includes the
Command Execution Status bit, which is used for verifying the execution of a command. This bit is initially high
at power up and will transition low when a command has been accepted by the BIET. Upon completion of the
command, it will return high. At that time, all other status bits will also be valid. The command status result is
held until the execution of the next command or loss of power.

Command Status Result Word 2 -6

C Bit Name Description
,\OA 0 Specific Fault (bits 0-3) Description of Specific Fault

M 1 Specific Fault (bits 0-3) “ "

ﬁ 2 Specific Fault (bits 0-3) 2 »

D 3 Specific Fault (bits 0-3) “ ”

= 4 General Fault 1 = Fault or Timeout

T 5 TAG Present 1 =TAG Present

'{‘_‘ 6 Low Battery 1 = Battery Low

U 7 Execution Status 1 = Execution Complete

S 8-15 Reserved

Specific Fault Codes:

The following table of fault codes is valid when the general fault bit of the status result is set to one.

Specific Error Description

Fault Code Meaning
05 Hex Internal channel communications fault
0B Hex Invalid TAG address requested
0C Hex Transceiver fault
OE Hex TAG memory fault
OF Hex TAG dialogue fault or Timeout
01 Hex Invalid Data Length

Each Operational Status Word is related to a specific Command Request Field .
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Fixed Code Read Results Field

The Fixed Code Results Field is a section of the Input Data table reserved for the Fixed Code only operating
mode. This mode of operation is provided for users that only need to read the first 7 bytes of data from an OF
style of fixed code tag. This mode of operation is enabled by setting the Fixed Code Mode bit to 1 at the start of
the programs execution. The fixed code mode bit is located at bit 3 of the module control word. When this mode
is enabled the BIET actively scans each Transceiver channel looking for a TAG to arrive. Once a TAG appears
in the zone of the Transceiver, seven bytes of data are automatically read from the tag starting at tag address
zero, and the tag data is placed in the channels designated Input Data Table location. In conjunction with each
channel’'s read execution is an associated Operational Status Result word. The Operation Status Word is
updated at each phase of the read operation and can be used within the ladder logic to indicate the arrival of
new data.

Operation Status Results Words associated with the Fixed Code Mode of operation

ModuleName:l. Data[02] Op. Status Result Channel 1 Fixed Code Mode

ModuleName:l. Data[03] Op. Status Result Channel 2 Fixed Code Mode

Fixed Code Mode TAG Data Placement

) TAG Data
Input Location -
High Low
ModuleName:l. Data[12] Address 1 Address 0
CH: ModuleName:l. Data[13] Address 2 Address 3
A ModuleName:l. Data[14] Address 4 Address 5
H ModuleName:l. Data[15] 00 Address 6
E
L
1
ModuleName:l. Data[16] Address 1 Address 0
ﬁ ModuleName:I. Data[17] Address 2 Address 3
A ModuleName:l. Data[18] Address 4 Address 5
N ModuleName:l. Data[19] 00 Address 6
N
E
L
2

3637 Old US-23 Suite 100 Brighton, Ml 48114 - (248) 486-RFID - Subject to Modifications
33




Fixed Code Example Logic
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Module Control Word

The Module control word contains bits used to enable various features of the BIET module. This word is located
at Word 0 of the Output Image Table.

Bits 15 -8 Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
Fixed
Reserved | ResetCh2 | ResetCh1l | Swap | Reserved Code Reserved | Reserved | Run/Stop
Mode
bit 0 Run/Stop Setting this bit True (1) will place the module into RUN mode
= bit 1 Not Used Always set to zero
< | bit2 Not Used Always set to zero
O | bit3 Fixed Code Mode | Setting this bit True (1) enables the Fixed Code Mode
m -
— | bit4 Reserved Always set to zero
g bit 5 Swap Bit Setting this bit True (1) enables Byte Swapping of data
g bit 6 Reset CH1 Setting this bit True (1) will cancel any pending command at Channel 1
O | bit7 Reset CH2 Setting this bit True (1) will cancel any pending command at Channel 2
bit 8- 15 | Reserved Always set to zero

3637 Old US-23 Suite 100 Brighton, Ml 48114 - (248) 486-RFID - Subject to Modifications
36




Data Output Image Array

The BIET uses the 32- integer word output image array associated with the module for controlling the modules
state and for passing command requests to the module. Control of the modules state (Running or Idle) is
achieved through Word 0, the Module Control Word
Parameter fields referred to as the Command Request Fields . These fields are used to pass Command

Requests to the BIET.

the remaining words makeup the 5 Command and

Output Image Table

Word

Description

Word

ModuleName:0.Data [00]

Module Control Word

ModuleName:0.Data [16]

Command-3, Parameter 3

ModuleName:0.Data [01]

Command Request-1,
Instruction

ModuleName:0.Data [17]

Command-3, Parameter 4

ModuleName:0.Data [02]

Command-1, Parameter 1

ModuleName:0.Data [18]

Command-3, Parameter 5

ModuleName:0.Data [03]

Command-1, Parameter 2

ModuleName:0.Data [19]

Command Request 4,
Instruction

ModuleName:0.Data [04]

Command-1, Parameter 3

ModuleName:0.Data [20]

Command-4, Parameter 1

ModuleName:0.Data [05]

Command-1, Parameter 4

ModuleName:0.Data [21]

Command-4, Parameter 2

ModuleName:0.Data [06]

Command-1, Parameter 5

ModuleName:0.Data [22]

Command-4, Parameter 3

ModuleName:0.Data [07]

Command Request-2,
Instruction

ModuleName:0.Data [23]

Command-4, Parameter 4

ModuleName:0.Data [08]

Command-2, Parameter 1

ModuleName:0.Data [24]

Command-4, Parameter 5

ModuleName:0.Data [09]

Command-2, Parameter 2

ModuleName:0.Data [25]

Command Request 5,
Instruction

ModuleName:0.Data [10]

Command-2, Parameter 3

ModuleName:0.Data [26]

Command-5, Parameter 1

ModuleName:0.Data [11]

Command-2, Parameter 4

ModuleName:0.Data [27]

Command-5, Parameter 2

ModuleName:0.Data [12]

Command-2, Parameter 5

ModuleName:0.Data [28]

Command-5, Parameter 3

ModuleName:0.Data [13]

Command Request-3,
Instruction

ModuleName:0.Data [29]

Command-5, Parameter 4

ModuleName:0.Data [14]

Command-3, Parameter 1

ModuleName:0.Data [30]

Command-5, Parameter 5

ModuleName:0.Data [15]

Command-3, Parameter 2

ModuleName:0.Data [31]

Reserved

3637 Old US-23 Suite 100 Brighton, Ml 48114 - (248) 486-RFID - Subject to Modifications

37




Read TAG Data Table

The Read Tag Data Table is a specific range of memory located within the BIET modules memory that holds the
results of a read command. Data that is Read from the Tag is placed into one of five available memory
locations. Each memory location is associated with a Command Request field . Therefore any Read
commands executed from Command Request field 1 through 5 will have their corresponding results placed
within the respective ReadData memory zones 1 through 5.

The Read Tag Data Table is accessed using the CIP Data Table Read Message instruction. The Message
instruction requires a Source Element name that defines starting point of each Read Tag Data Table Zone. The
ASCII name assigned to each of the memory zones is as follows.

Source Tag Name Read Tag Data Table Zone Zone Size
ReadDatal Zone 1 512
ReadData2 Zone 2 512
ReadData3 Zone 3 512
ReadData4 Zone 4 512
ReadData5 Zone 5 512

Write TAG Data Table

The Write Tag Data Table is a specific range of memory located within the BIET modules memory that holds
user data that is to be written to a Tag using the write command. Data that is to be written to a Tag is placed into
one of five available memory locations prior to the actual execution of the command. Each memory location is
associated with a Command Request field . Therefore any Write commands executed from Command

Request field 1 through 5 will have their corresponding write data retrieved from the respective WriteData
memory zones 1 through 5.

The Write Tag Data Table is accessed using the CIP Data Table Write Message instruction. The Message
instruction requires a Destination Element name that defines starting point of each Write Tag Data Table Zone.
The ASCII name assigned to each of the memory zones is as follows.

Destination Tag Name Write Tag Data Table Zone Zone Sizes
WriteDatal Zone 1 512
WriteData2 Zone 2 512
WriteData3 Zone 3 512
WriteData4 Zone 4 512
WriteData5 Zone 5 512
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Command and Memory Summary

Command Summary

Command nstruction Pprameter 1 Parameter 2 Paramet er 3 |Parameter 4 Parameter 5
Block TAG Write 1(01h) Channel Number of Bytes TAG Address [Not Used Timeout
Block TAG Read 2(02h) Channel Number of Bytes TAG Address [Not Used Timeout

Fill TAG 4(04h) Channel Number of Bytes TAG Address [Fill Value Timeout
Reset Request 5(05h) Channel Not Used Not Used Not Used Not Used
Configure Serial Port 7(07h) Channel Not Used Not Used gg:ﬁlﬂl\éltisrsage Not Used
Serial Port Read 11(0Bh) Channel gg?e?fé of Bytes to Not Used Not Used Timeout
Serial Port Write 12(0Ch) Channel ?;Tg)ztm‘ Bytes to Not Used Not Used Not Used

The table below summarizes the relationship between the four regions of memory used to communicate with the
BIET, For example

If a Command Request Instruction  and its associated parameters were moved into Command Request Zone
3 of the Data Output Image Array. Then the commands Operational Status Word would appear in word 4 of
the Data Input Image Array . If the command were a Tag Read request, then the results of the read would be
located at the Read Tag Data Table whose source element would be defined as ReadData3 in a CIP Data
Table Read Instruction. If the command were a Tag Write request then the data to be written into the tag would
be placed at the Write Tag Data Table location who’s Destination Element in CIP Data Table Write Instruction
would be WriteData3.

Command Request Operational Status ?gr?g Write Zone
ModuleName:OData [01] Cmd Req 1 | ModuleName:l. Data [02] Op Status 1 | ReadDatal WriteDatal
ModuleName:OData [07] Cmd Req 2 | ModuleName:l. Data [03] Op Status 2 | ReadData2 WriteData2
ModuleName:OData [13] Cmd Req 3 | ModuleName:l. Data [04] Op Status 3 | ReadData3 WriteData3
ModuleName:OData [19] Cmd Req 4 ModuleName:l. Data [05] Op Status 4 | ReadData4 WriteData4
ModuleName:OData [25] Cmd Req 5 ModuleName:l. Data [06] Op Status 5 | ReadData5 WriteData5
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TAG Block Write Command

Command Code 1 (01 Hex)

This command writes a block of consecutive data to the TAG’S memory. Each command parameter will occupy
one 16 bit word location. The Command Request Code and Command Parameters are arranged as
described in the table below into one of five available Command Request Fields located in the Output Image
Table. The actual data to be written onto the tag must be passed to the BIET prior to the actual execution of the
command. The data is sent via the CIP Data Table Write Command. The data to be written is placed in one of
five available Write Tag Data Table locations within the BIET memory. The tag data to be written must be
placed into the Write Tag Data Table location that is associated with the Command Request Field used to
send the instruction. The CIP Data Table Write Command requires a Destination Element name that defines
starting point of each Write Tag Data Table Zone . The ASCII name assigned to each of the memory zones is
defined in the table following the Command Format description.

Command parameters defined:
- Transceiver Channel Number , which directs the command to channel one or channel two of the BIET

module.
Number of bytes parameter, which determines how many data bytes are written into the TAG'S
memory.
TAG Start Address, which indicates where the block of data will begin to be written in the TAG’S
memory.

Timeout value, which allows a command to be canceled after the timeout, has elapsed.

Command Format:

Word Description Values
Command code 01
1 Transceiver Channel Number 01 or 02
2 Number of Bytes to Write 1 to 256 bytes maximum
3 TAG Starting Address 0 to maximum allowed by TAG
4 Not Used
5 Timeout 10 millisecond resolution 0 = Write with Wait

ASCII Destination Name Assignments:

Destination Tag Name Write Tag Data Table Zone Zone Sizes
WriteDatal Zone 1 512 words
WriteData2 Zone 2 512 words
WriteData3 Zone 3 512 words
WriteData4 Zone 4 512 words
WriteData5 Zone 5 512 words
Example:

In this example the Command Parameter Zone 2 which starts at word 7 of the Output Image Table is used to
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send a command to the BIET. The first word of the array contains the Block Write command code of 1. The
next word contains the Transceiver channel number 2. This directs the command towards channel 2 of the
BIET module. The next parameter is the Number of Bytes parameter and will instruct the BIET to write 12 bytes
of data to the TAG Starting Address of 1000. The timeout value of zero issues the command with wait. This
means that the command will remain posted at channel 2 until a TAG arrives in the zone of the Transceiver or
the command is canceled with the reset command in either case the Operation Status Result Word

associated with the Command Parameter Zone will be updated upon the commands completion.

Outputolgzgﬁ s Value Type Description
o | lab_module:O.Data[7] | ooo1 INT | Command Code
% lab_module:O.Data[8] | 0002 INT Channel Number
g lab_module:O.Data[9] | 12 INT Number of Bytes to Write
8 lab_module:O.Data[10] | 1000 INT TAG Start Address
lab_module:O.Data[11] | 0000 INT Not Used
lab_module:O.Data[12] | 0000 INT Time Out

Destination of CIP Data Table Write:

In the above example the data to write into the tag would be sent via the CIP Data Table Write instruction to the
Destination tag name of WriteData2 prior to the commands execution. Please refer to the example ladder logic
which follows the command descriptions for the specifics of steps involved in issuing a command.

3637 Old US-23 Suite 100 Brighton, Ml 48114 - (248) 486-RFID - Subject to Modifications
41




TAG Block Read Command

Command Code 2 (02 Hex)

This command reads a block of consecutive data bytes from the TAGS memory. Each command parameter will
occupy one 16 bit word. The Command Request Code and Command Parameters are arranged as described
in the table below into one of five available Command Request Fields located in the Output Image Table . The
actual data to be read from the tag will be placed into one of the five Read Tag Data Memory Fields located
within the BIET memory after the commands execution. It is very important than the users application program
monitor the commands associated Operational Status Word for an indication that the command requested has
completed its execution. This is indicated by the low to high transition of the Operational Status Words
Execution Bit . The Execution bit will transition low at the start of the Read Command and transition high upon
completion. Once this has occurred the program can proceed to Issue a CIP Data Table Read instruction and
then retrieve the data. The data read from the tag will be placed into the Read Tag Data Table location that is
associated with the Command Request Field used to send the instruction. The CIP Data Table Read
Command requires a Source Element name that defines starting point of each Read Tag Data Table Zone . The
ASCII name assigned to each of the memory zones is defined in the table following the Command Format
description.

Command Parameters Defined:

Transceiver Channel Number directs the command to channel one or channel two of the BIET
module.

Number of bytes parameter specifies how many data bytes are read from the TAG'S memory.
TAG Start Address specifies where the block of data will begin to be read from the TAG'S memory.

Timeout Value allows a command to be canceled after the timeout has elapsed.

Command Format:

Word Description Values
0 Command code 02
1 Transceiver Channel Number 01 or 02
2 Number of bytes to Read 1 to 256
3 TAG Starting Address 0 to Maximum allowed by TAG
4 Not Used
5 Timeout 10 millisecond resolution 0 = Read with wait

ASCII Source Name Assignments:

Source Tag Name Read Tag Data Table Zone Zone Sizes
ReadDatal Zone 1 512 words
ReadData2 Zone 2 512 words
ReadData3 Zone 3 512 words
ReadData4 Zone 4 512 words
ReadData5 Zone 5 512 words
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Example:

In this example the Command Parameter Zone 4 which starts at word 19 of the Output Image Table is used
to send a command to the BIET. The first word of the array contains the Block Read command code of 2. The
next word contains the Transceiver channel numberl. This directs the command towards channel 1 of the BIET
module. The next parameter is the Number of Bytes parameter and will instruct the BIET to read 32 bytes of
data from the TAG Starting Address of 1020. The command has a timeout value of 1 second (100 * 10ms / tic),
which means that if no TAG arrives before 1 second has elapsed the Operation Status Result Word

associated with the Command Parameter Zone will be updated with an error code of 9Fh.

Outpuﬁ(l)rg;[?(;anTable Value Type Description
= lab_module:O.Data[19] | gpo2 INT Command Code
% lab_module:O.Data[20] | 0001 INT Channel Number
g lab_module:O.Data[21] | 0032 INT | Number of Bytes to Read
8 lab_module:O.Data[22] | 1020 INT TAG Start Address
lab_module:O.Data[23] | 0000 INT Not Used
lab_module:O.Data[24] | 0100 INT Time Out

Source of CIP Data Table Read:

In the above example the data read from the tag would stored at Read Tag Data Table location ReadData4.
The data can be retrieved into the programs memory via the CIP Data Table Read instruction which specifies a
Source Element tag name of ReadData4 after the completion of the command. Please refer to the example
ladder logic which follows the command descriptions for the specifics of steps involved in issuing a command.
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TAG Fill Command

Command Code 4 (04 Hex)

The TAG Fill command is used to set a consecutive range of the TAG’'S memory with a specified
value. This command is useful when a TAG needs to be cleared prior to the start of a data collect
cycle. Each command parameter will occupy one 16 bit word. The Command Request Code

and Command Parameters are arranged as described in the table below into one of five

available Command Request

Fields

Command Parameters defined:

Transceiver Channel Number

the BIET module.

Number of bytes parameter

memory.

located in the Output Image Table .

directs the command to channel one or channel two of

specifies how many bytes will be filled in the TAG'S

TAG Start Address indicates where the fill operation will begin within the TAG’S memory

Fill Value is the data value that will be placed in the zone defined.

Timeout Value allows a command to be canceled after the timeout has elapsed.

Command Format;:

Word Description Value

0 Command Code 04
o 1 Transceiver Channel Number 01 or 02
E 2 Number of bytes 0 to Maximum allowed by TAG
§ 3 TAG address 0 to Maximum allowed by TAG

4 Fill value (data to write on TAG) 0 to 255

5 Timeout 10 millisecond resolution 0 = with wait

Example:

In this example the Command Parameter Zone 1 which starts at word 1 of the Output Image
Table is used to send a command to the BIET. The first word of the array contains the Fill
command code of 4. The next word contains the Transceiver channel number 2. This directs the
command towards channel 2 of the BIET module. The next parameter is the Number of Bytes
parameter and will instruct the BIET to fill the tag with 8189 bytes of data at the TAG Starting
Address of 0000. The timeout value of zero issues the command with wait. This means that the
command will remain posted at channel 2 until a TAG arrives in the zone of the Transceiver or
the command is canceled with the reset command. The Operation Status Result Word

associated with the Command Parameter Zone will be updated upon the commands completion.

Output Image Table

Command

Location Value | Type Description
lab_module:O.Data[1] | goo4 INT Command Code
lab_module:O.Data[2] | 0002 INT | Channel Number
lab_module:O.Data[3] | 8189 INT | Number of Bytes to Fill
lab_module:O.Data[4] | 0000 INT TAG Start Address
lab_module:O.Data[5] | 255 INT Fill Value
lab_module:O.Data[6] | 0000 INT | Time Out

3637 Old US-23 Suite 100 Brighton, Ml 48114 - (248) 486-RFID - Subject to Modifications

44




Reset Request Command

Command Code 5 (05 Hex)

The Reset Command allows for a pending TAG operation to be canceled. Upon issuing this
command, any TAG operation pending at the channel specified in the Transceiver Channel
Number parameter will be canceled. Each command parameter will occupy one 16 bit word. The
Command Request Code and Command Parameters are arranged as described in the table
below into one of five available Command Request Fields located in the Output Image Table .

Command Parameters defined:

Transceiver Channel Number directs the command to channel one or channel two of
the BIET module.

Word Description Value

Command Code 05

Transceiver Channel Number 01 or 02

Reserved

Reserved

Command

Reserved

Al ]|WIN|F]|O

Reserved
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Configure User Serial Port

Command Code 7 (07 Hex)

The Configure Serial Port Command request will set the communications parameters for the User
Serial Port and enable the port for serial data transmission and reception. This command must be
issued before any communications will take place. The User Serial Port is designated as Channel
number 3. The Serial Message Parameter that is placed in word 4 of the Command Request
Word will establish the new baud rate, parity, data bits and stop bits. Once this command is
executed these parameters will be applied to any subsequent communications. Each command
parameter will occupy one 16 bit word. The Command Request Code and Command
Parameters are arranged as described in the table below into one of five available Command
Request Fields located in the Output Image Table .

Command Parameters defined:

User Serial Port: This value can only be 3.

Word Description Value
0 Command Code 07
2|1 User Serial Port Channel Number 03
E 2 Reserved 00
§ 3 Reserved 00
4 Serial Message Parameter See Table for combinations
5 Reserved 00
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BIET Ladder Logic Examples

The following are ladder logic examples that will describe the steps involved in Reading and
Writing data to the TAG and creating the CIP Data Table Read and Write instructions required to
read data from and write data into the BIET Read and Write TAG Data Tables .

Step 1:

In order to allow the BIET to respond to any commands the RUN Bit must be set true. The RUN
Bit can be found in Word 0 Bit 0 of the Module Control Word in the Output Image Table.
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BIET Ladder Logic Examples Cont.

Step 2:

Load the command parameters into the Command Request Zone Word locations 2 thru 6 in this
example. Leave Word 1 as the value 0. This is the location for the actual Command Request
Instruction and will be written to later in order to begin the commands execution. This is an
example a command to Read BIET Channel 1 with a length of data 16 bytes starting at tag
address 1 using no timeout.
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BIET Ladder Logic Examples Cont.

Step 3:
Issuing the command is accomplished by moving the Tag Read Command Code of 2 into the
Command Request Field of Zone 1 Word 1.

Step 4:

Once the command is received by the BIET the Operational Status Result Word  associated
with Command Request Zone 1 will be updated .This rung is monitoring the Execution Bit (bit 7)
of the Operational Status Result Word located at lab_module:l.Data[2].7. The logic is looking
for the command execution bit to transition low indicating that the BIET module has received the
command and an internal holding contact is set true to track the completion of the command.

Step 5:

The completion of the command is indicated by the Execution Bits transition from low back to
high again. At this point a CIP data table read instruction is issued to retrieve the Tag Read data
from the ReadDatal Source Element were the data has been stored.
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BIET Ladder Logic Examples Cont.
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Setup of CIP Data Table Read

Once a Tag is Read the data can be retrieved by issuing a CIP Data Table Read Command. The
following screen captures demonstrate how a Message Instruction must be configured to send a
command to read the Read Tag Data Tables located within the BIET memory.

Message Configuration:

The message type to select is the CIP Data Table Read. The Source Element must point one of
the five available Read Tag Data Tables located within the BIET memory. The source element is
an ASCII string the must be typed identically as defined in the manual. The Number of Elements
parameter is the total number of INT words that will be read from the BIET memory. This number
is always half the value of the number of bytes parameter used when building the command. The
Destination Element is a user tag name created within the program where the results of the CIP
Data Table Read are stored.
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Setup of CIP Data Table Read Cont.

Select Path:

Next a path to the BIET must be established. This is done under the communications tag section
of the Message Configuration screen. The BIET which is the desired recipient of the command is
selected buy browsing the available paths and then highlighting the BIET module and clicking

OK.
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Setup of CIP Data Table Read Cont.

TAG:
The Name parameter of the Message Instruction will point to the Message instruction Tag that

was created to communicate to the BIET.
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Setup of CIP Data Table Write

Once data is ready to be written to a TAG you can issue a CIP Data Table Write Command. The
following screen captures demonstrate how a Message Instruction must be configured to send a
command to write the data within the PLC’s memory Tables located within the PLC’s memory.

Message Configuration:

The message type to select is the CIP Data Table Write. The Source Element must point to the
memory location within the PLC that you have you data stored. The source element is an ASCII
string that must be typed identically as defined in the manual. The Number of Elements
parameter is the total number of INT words that will be wrote to the BIET memory. This number is
always half the value of the number of bytes parameter used when building the command.
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Setup of CIP Data Table Write Cont.

Select Path:

Next a path to the BIET must be established. This is done under the communications tag section
of the Message Configuration screen. The BIET which is the desired recipient of the command is
selected buy browsing the available paths and then highlighting the BIET module and clicking

OK.
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Setup of CIP Data Table Write Cont.

TAG:
The Name parameter of the Message Instruction will point to the Message instruction Tag that

was created to communicate to the BIET.
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BIET Error Codes

The following Error codes would be found in the low nibble of the Operational Status Result
Word only when the General Fault Bit (Bit 4 of the Operational Status Result Word ) is high.

Specific Error Description
Fault Code Meaning
01 Hex Invalid Data Length Fault
05 Hex Internal Channel Communication
Fault
OB Hex TAG Address Fault
0C Hex Transceiver Fault
OE Hex TAG Memory Fault
OF Hex TAG Dialogue Fault

Fault Code Details:
Fault Code 01 Hex:

This fault code would be the result of an invalid length parameter being used in the Number of
Bytes field of a Read, Write or Fill Command.

Fault Code 05 Hex:

This fault code would indicate that the main board has lost communications with either of the
microcontrollers associated with Channel 1 or Channel 2 or simply the microcontrollers are
missing.

Fault Code 0B Hex:

This fault code is usually the result of an incorrect or out of range address being used in the Tag
Start Address Field of a Read, Write or Fill Command. This typically happens for example when
an OMA style 64 byte tag is attempted to be address at location 00Hex when the correct offset is
0800 Hex.
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TAG Addressing

Address in bytes

S 1pE (Decimal)
OF/OFR |7 byte Read Only Oto 6
OL/OLR 2 byte Read Only Extended Range Otol
OMA 64 byte Read Write 2048 to 2111
OMA 2K byte Read Write 0 to 2047
OMA 8K byte Read Write 0 to 8180
OMX 8K byte Read Write 0to 8180
OMX 32K byte Read Write 0 to 32767
OIR 32K byte Infra-Red Read Write 0 to 32767
OIR 64K byte Infra-Red Read Write 0 to 65535
GIE 512 byte Read Write 0to 511
GIE 2K byte Read Write 0 to 2047
GIE 8K byte Read Write 0to 8180
OoP 64 byte Read Write 0to 63 (Read) 12 to 75 (Write)
OoP 96 byte Read Write 0to 95 (Read) 12 to 107 (Write)
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BIET Set-Up
On a
TCP/IP Network

7699 Kensington Court
Brighton, Ml 48116-8561
(248) 486-7343
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Generic TCP/IP Protocol Mode for the BIET 170

BIET TCP / IP Communications Configuration

The BIET can be configured to use the TCP/IP communications protocol for Reading TAG data,
Writing TAG data and Filling the TAG with a range of values.

Hardware Settings:

The TCP/IP protocol is selected using the DIP switch bank located behind the front cover of the
enclosure. TCP/ IP protocol is enabled by setting switch 1 ON and switches 2, 3 and 4 to OFF.

TCP/IP Port Number:

The BIET uses Port Number 2001 for TCP/IP communications. Any connection that intends to
use TCP/IP protocol to communicate to the BIET must connect on port 2001.

Software Setup Requirements:

In order to utilize the Balogh TCP/IP communications command set a socket connection must be
created, opened and managed for each transceiver channel. Therefore each channel must have
its own dedicated socket.

A BIET can manage a maximum of 10 TCP/IP socket connections. If more than 10 connections
are established the second LED from the right side will blink red to indicate that the maximum
number of connections was exceeded. The LED will stop blinking when the number of connection
opened is 10 or less.

Once a socket is created for each channel the Client application must send a RESET command
to each transceiver channel before any other commands are attempted. The BIET will not
respond to any requests until this step is taken. After each channel has received the RESET
command and responded accordingly the BIET will begin to automatically produce what are
called unsolicited status responses.
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BIET TCP/IP Unsolicited Responses

Unsolicited responses are event triggered. These are returned each time the conditions related to
the Tag / Transceiver interface have changed. The events that will trigger an unsolicited response
include the TAG entering or leaving the transmission zone of the Transceiver. For example the
loss of a connected transceiver. That is due to damage to the cable or the actual Transceiver.

TCP/IP Unsolicited Response

Status

Channel

High Byte | Low Byte

High Byte | Low Byte

00h Dynamic Status

00h Channel Number

BIET TCP/IP Command Format

A command is arranged as a single array of bytes that are transmitted to the BIET in a single
packet. Each field of the command is one word wide. Six words make up an entire command. In
the case of a Write command the data to be written to the tag will appended as a contiguous
string following the Timeout parameter.

TCP/IP Command Format Client Request

High Low | High Low | High Low | High Low | High Low | High Low
Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte
Instruction Channel NUény?eeSr of Address Reserved Timeout
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BIET TCP/IP Command Response Format

A command response is comprised of four bytes of header data with the exception of a read
response which is followed by data bytes read from the tag. Solicited responses are returned in
response to a command request such as a Read, Write, Fill or Reset Command Request. A
solicited response indicates the successful completion of a command or it may indicate an error.
In the case of an error response the solicited response will be followed by an unsolicited
response sent in a different packet.

TCP/IP Command Response Format

Status Channel Data*
High Byte Low Byte High Byte Low Byte Byte 0 Data
Echo Command | Execution Status 00 Channel Number | Tag Data if Reading

BIET TCP/IP Communications Command Set

The BIET uses a simple command set consisting of six command words followed by data if the
TAG is being written to. The table below summarizes the commands available for TCP/IP control.

Command Summary

Command Instruction | Parameter 1 Parameter 2 Parameter 3 | Parameter 4 | Parameter5
Block TAG Write 01h Channel | Number of Bytes | Address Not Used Timeout
Block TAG Read 02h Channel | Number of Bytes | Address Not Used Timeout

Block Fill TAG 04h Channel | Number of Bytes | Address Fill Value Timeout
Reset Request 05h Channel Not Used Not Used Not Used Not Used
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TAG Block Write Command

Command Code 1 (01 Hex)
This command WRITES a block of consecutive data to the TAG'S memory. Each command
parameter will occupy one 16 bit word location.

Command parameters defined:
- Transceiver Channel Number , which directs the command to channel one or channel
two of the BIET module.

Number of bytes parameter, which determines how many data bytes are written into the
TAG’S memory.

TAG Start Address, which indicates where the block of data will begin to be written in
the TAG’S memory.

Timeout value , allows a command to be canceled after the timeout has elapsed.

The Command Request Code and Command Parameters are arranged as described in the
table below.

Word Description Values
0 Command code 01
1 Transceiver Channel Number 01 or 02
2 Number of Bytes to Write 1 to 8192 bytes maximum
3 TAG Starting Address 0 to maximum allowed by TAG
4 Not Used
5 Timeout 10 millisecond resolution 0 = Write with Wait
6 Data to write into TAG 00 to 255
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TAG Block Write Command Example

Example: Client Write Request
This packet is an example of a write command directed towards channel 1 with a length of 2
bytes. The tag start address is 288 decimal (0120H). This command will timeout and return an
error in 100 milliseconds (10ms * 10) if a tag is not present within the zone of the transceiver
attached to channel 1.

Command | Channel Length Address Not Used Timeout data | data
High | Low | High | Low | High | Low | High | Low | High | Low | High | Low | 0 1
OOH | 01H | OOH | 01H | OOH | 02H | O1H | 20H | OOH | OOH | OOH | OAH | 89H | 77H

Server Write Response:
The BIET returns a four byte response that includes the Command code and Execution Status in
Word 1 and the Channel Number in the low byte of Word 2. The Command Code allows the

response to be differentiated from an unsolicited status response.

Command Code | Execution Status Reserved | Channel
High Byte Low Byte High Byte | Low Byte
01H AOH OO0H 01H
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TAG Block Read Command

Command Code 2 (02 Hex)

This command READS a block of consecutive data bytes from the TAGS memory. Each
command parameter will occupy one 16 bit word. The actual data to be read from the tag will be
placed at the end of the four byte status header returned by the BIET after the READ occurs. The
Execution Status byte portion of the header reply should be examined to determine if the
operation completed without error.

Command Parameters Defined:

Transceiver Channel Number directs the command to channel one or channel two of

the BIET module.

Number of bytes parameter specifies how many data bytes are read from the TAG'S

memory.

TAG Start Address specifies where the block of data will begin to be read from the

TAG’S memory.

Timeout Value allows a command to be canceled after the timeout has elapsed.

The Command Request Code and Command Parameters are arranged as described in the
table below.

Command Format:

Word Description Values
0 Command code 02
1 Transceiver Channel Number 01 or 02
2 Number of bytes to Read 1to 8192
3 TAG Starting Address 0 to Maximum allowed by TAG
4 Not Used
S) Timeout 10 millisecond resolution 0 = Read With Wait
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TAG Block Read Command Example

Example: Client Read Request

This packet is an example of a READ Command directed towards channel 2 with a length of 3
bytes. The tag start address is 769 decimal (0301H). This command will timeout and return an
error in 320 milliseconds ( 10ms * 32) if a tag is not present within the zone of the transceiver
attached to channel 2 once the command is issued.

Command | Channel Length Address Not Used Timeout

High | Low | High | Low | High | Low | High | Low | High | Low | High | Low

O0OH | 02H | OOH | 02H | OOH | O3H | O3H | 01H | OOH | OOH | OOH | 20H

Server Read Response:

The BIET returns four bytes of header information followed by the data read from the TAG. The
four byte header includes the Command code and Execution Status in Word 1 and the Channel
Number in the low byte of Word 2. The Command Code allows the response to be differentiated
from an unsolicited status response.

Command Code | Execution Status Reserved | Channel | Data | Data | Data

High Byte Low Byte High Byte | Low Byte | O 1 2

01H AOH 00H 01H 4AH | 4FH | 45H
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TAG Fill Command

Command Code 4 (04 Hex)

The TAG Fill command is used to fill a consecutive range of the TAG’S memory with a specified
value. This command is useful when a TAG needs to be cleared prior to the start of a data

collection cycle.
Command Parameters defined:

Transceiver Channel Number directs the command to channel one or channel two of

the BIET module.

Number of bytes parameter specifies how many bytes will be filled in the TAG'S

memory.

TAG Start Address indicates where the fill operation will begin within the TAG’S memory

Fill Value is the data value that will be placed in the zone defined.

Timeout Value allows a command to be canceled after the timeout has elapsed.

Each command parameter will occupy one 16 bit word. The Command Request Code and
Command Parameters are arranged as described in the table below.

Command Format:

Command

Word Description Value
Command Code 04
Transceiver Channel Number 01 or 02

Number of bytes

0 to Maximum allowed by TAG

TAG address

0 to Maximum allowed by TAG

Fill value (data to write on TAG)

0 to 255

a | b~ W I N|FL|O

Timeout

10 millisecond resolution 0 = with wait

3637 Old US-23 Suite 100 Brighton, Ml 48114 - (248) 486-RFID - Subject to Modifications

67




TAG Block Fill Command Example

Example: Client Fill Request

This packet is an example of a fill command directed towards channel 1 with a length of 2048
bytes. The tag start address is 1 decimal (01H). The value to be written into the tags memory is 0.
This command will use no timeout therefore the channel will hold the command and wait until a
tag arrives.

Command | Channel Length Address Fill Value Timeout

High | Low | High | Low | High | Low | High | Low | High | Low | High | Low

OOH | 04H | OOH | O1H | O8H | OOH | OOH | O1H | OOH | OOH | OOH | OOH

Server Fill Response:

The BIET returns a four byte response that includes the Command code and Execution Status in
Word 1 and the Channel Number in the low byte of Word 2. The Command Code allows the
response to be differentiated from an unsolicited status response.

Command Code | Execution Status Reserved | Channel

High Byte Low Byte High Byte | Low Byte

04H AOH 00H 01H
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Reset Command

Command Code 5 (05 Hex)

The Reset Command allows for a pending TAG operation to be canceled. Upon issuing this
command, any TAG operation pending at the channel specified in the Transceiver Channel
Number parameter will be canceled. Each command parameter will occupy one 16 bit word. The
Command Request Code and Command Parameters are arranged as described in the table
below.

Special Note:

When using the BIET in TCP/IP protocol mode a RESET command MUST be sent after a
socket connection is opened for each channel. This enables the channel to produce
responses to commands and unsolicited responses to channel events such as tag present
indications.

Command Parameters defined:

Transceiver Channel Number directs the command to channel one or channel two of
the BIET module.

Word Description Value

Command Code 05

Transceiver Channel Number 01 or 02

Reserved

Reserved

Command

Reserved

alh|lwWIN]IFL]|O

Reserved
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Reset Command Example

Example: Client Reset Request
This packet is an example of a RESET command directed towards channel 1.

Command

Channel

Length

Address

Fill Value

Timeout

High | Low

High | Low

High

Low

High | Low

High | Low

High | Low

O00OH | O5H

O0OH | O1H

00H

00H

00H | OOH

00H | OOH

00OH | OOH

Server Reset Response:

The BIET returns a four byte response that includes the Command code and Execution Status in
Word 1 and the Channel Number in the low byte of Word 2. The Command Code allows the

response to be differentiated from an unsolicited status response.

Command Code | Execution Sta tus | Reserved | Channel
High Byte Low Byte High Byte | Low Byte
05H 80H OOH 01H
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BIET Set-Up
On a
ModBus/TCP Network
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MODBUS/TCP Protocol

General TCP frame format

Transaction ID (2 bytes) Protocol ID (2bytes) Length field (2 bytes) ModBus Frame
(n bytes)
00 | 00 | 00 00* | n
*since all messages are smaller than 256
ModBus frame format
Unit ID (1 byte) Function code (1 byte) Data (n-2 bytes) Checksum*
0 03,16,23,43 Removed

*The checksum field is removed from the modbus frame
The unit ID is always 0

Address range

Channel 1 addresses : 0 to 7FFDH max (the actual address range depends on the type of tag)
Channel 2 addresses : 8000H to FFFDH max (the actual address range depends on the type of

tag)
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Tag read request

Taq read request

Unit ID | Function code Add Length
1 byte 1 byte 2 bytes 2 bytes
0 03 m

m: nr of words to read (1 to 125)

Tag read response

Unit ID | Function code Length Data
1 byte 1 byte 1 byte m words
0 03 2xm |
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Tag Write request

Tag write request

Unit ID | Function code | Address | Length | Write byte Data
count
1 byte 1 byte 2 bytes | 2 bytes 1 byte m X 2 bytes
0 16 m 2xm

m: nr of words to write (1 to 120)

Tag write response

Unit ID | Function code | Address | Length
1 byte 1 byte 2 bytes | 2 bytes
0 16 m
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Tag Read/Write request

Tag Read/Write request

Unit ID | Function code | Add(read) | Length Add Length Write byte Data
( read) (write) (write) count
1 byte 1 byte 2 bytes 2bytes | 2bytes | 2bytes |m,x 2 bytes m, X 2 bytes
0 23 my m,
m: nr of words to write (1 to 120)
Tag Read/write response
Unit ID | Function code Length Data
1 byte 1 byte 1 byte m; X 2 bytes
0 23 2xm; |
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Read Device ldentification

Read Device |ldentification

Unit ID | Function code MEI type | Read device ID Object ID
Code
1 byte 1 byte 1 byte 1 byte 1 byte
0 43 Ox0E 1,234 0x00 to 0x02
Read Device ldentification response
Unit ID | Function | MEIltype | Read device | Conformity More Next Object
code ID Code level follows ID
1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 1 byte
0 43 Ox0E 1,234 0x01 0x00 0x00
Nr of | Object ID, Object Object Object Object Object
objects length value ID, length value
1 byte 1 byte 1 byte m; bytes 1 byte 1 byte m, bytes
n my My

Conformity level : 01 (basic identification, stream access)
More follows : 00 no more object available
Next Object ID : 00 if more follows =0

Nr of objects : nr of identification objects returned in the response
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Response with an error condition

Response with an error condition

Unit ID Function code Error code
0 Req code+ 80h

Error codes :
01 unknown function
02 invalid address
03 invalid data
06 channel busy
08 tag access

Specific Requests

Specific requests

- Status read for channel 1 address : Ox7FFEH
- Status read for channel 2 address : OxFFFEH
- These addresses are reserved and cannot be written

The addresses 0x7FFFH & OxFFFFH are reserved for future use

Status read request

Unit ID | Function code Add Length
0 03 7FFEH or 1
FFFE H

Status read response

Unit ID | Function Length Data
code 2bytes
0 03 2 00 | status
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General ModBus OP TAG Addressing Format:

OP Tag mapping

There are 31 - 4 byte blocks available on the tag.

Blocks are referenced as Blocks 3 thru 31.

Block 3 is read only and stores a 4 byte ID as BXXX.

Products using the PIC Ref. 10511B can only read a total of 64 bytes at one time.
There are a total of 58 words or 116 bytes of data available on the OP Style tag.
There are 56 words of Read / Write data the user can manipulate ( 112 bytes)

Channel 1 Read Addressing

3A Hexadecimal words / 58 Decimal words

Read address range from 0000 Decimal to 0057 Decimal
Read address range from 0000 Hexadecimal to 0039 Hexadecimal

Words 0 and 1 are Read Only and are programmed with a fixed ID.

Yellow = Read Only Words
Red = Not Accessible

Note: Reading can be done in segments as small as 1 Word.

Word | Word | Word | Word | Word | Word | Word | Word

OOH |0I1H [02H [O3H |04H |O5H |06H |O7H

08H |09H |OAH |OBH |OCH |ODH | OEH | OFH

10H | 11H |[12H |[13H |14H |154H |16H | 17H

18H | 19H |1AH [1BH |1CH | 1DH | 1EH | 1FH

20H |21H | 22H [ 23H | 24H | 25H |26H | 27H

28H | 29H | 2AH | 2BH | 2CH | 2DH | 2E 2FH

30H |31H |32H |[33H |34H |35H | 36H | 37H

38H [ 39H [
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Channel 1 Write Addressing

38 Hexadecimal words / 56 Decimal words

Write address range from 0008 Decimal to 0063 Decimal
Write address range from 0008 Hexadecimal to 003E Hexadecimal

Yellow = Read Only Words
Red = Not Accessible
Green = Valid Write Starting Addresses

Word | Word | Word | Word | Word | Word | Word | Word

Note:
All Writing must be done on 2 Word boundaries. If an invalid boundary is selected as a starting
address the exception error code of 08 Hex is returned.

If less the 2 words are attempted to be written an exception error code of 08 Hex
will be returned.

Writing to Address 8 is equivalent to Word address 2 on an OP tag.
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Channel 2 Read Addressing

3A Hexadecimal words / 58 Decimal words

Read address range from 32768 Decimal to 32825 Decimal
Read address range from 8000 Hex to 8039 Hex

Words 8000 Hex and 8001Hex are Read Only and are programmed with a fixed ID.

Yellow = Read Only Words
Red = Not Accessible

Note: Reading can be done in segments as small as 1 Word.

Word

Word | Word Word Word Word Word Word

8000H

8001H | 8002H | 8003H | 8004H | 8005H | 8006H | 8007H

8008H

8009H | 800AH | 800BH | 800CH | 800DH | 800EH | 800FH

8010H

8011H | 8012H | 8013H | 8014H | 8015H | 8016H | 8017H

8018H

8019H | 801AH | 801BH | 801CH | 801DH | 801EH | 801FH

8020H

8021H | 8022H | 8023H | 8024H | 8025H | 8026H | 8027H

8028H

8029H | 802AH | 802BH | 802CH | 802DH | 802E | 802FH

8030H

8031H | 8032H | 8033H | 8034H | 8035H | 8036H | 8037H

8038H

8039H | DO D DO
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Channel 2 Write Addressing

38 Hexadecimal words / 56 Decimal words

Write address range from 32776 Decimal to 32831 Decimal
Write address range from 8008 Hexadecimal to 803E Hexadecimal

Yellow = Read Only Words
Red = Not Accessible
Green = Valid Write Starting Addresses

8009h

[ 803FH |

Note:
All Writing must be done on 2 Word boundaries. If an invalid boundary is selected as a starting
address the exception error code of 08 Hex is returned.

If less the 2 words are attempted to be written an exception error code of 08 Hex
will be returned.

Writing to Address 8008 hexadecimal is equivalent to Word address 8002 hexadecimal on an OP
tag.
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Tag Reading using Function 3 Example

TCP/IP Frame Modbus Frame
Transaction | Protocal ID Length of Function Tag Address | Length to
ID Modbus Code Read in
Frame Words
00h 00h 00h 00h 00h 06h 00h 03h 00h 20h 00h 1Ah

This Command Frame will read the last 52 data bytes from the OP Tag.

TCP/IP Frame Modbus Frame
00h 00h 00h 00h 00h 06h 00h 03h 00h 00h 00h 20h

This Command Frame will read the first 64 data bytes from the OP Tag
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ModBus TCP/IP Register Based Tag Mapping

General Modbus TCP/IP Tag mapping format using Industry Standard 40001 to R49999 Register
based addressing.

Data Modbus Tag Byte Hexadecimal Decimal
Segment Register | Address Word Address Word
Index H L Address
Channell Starting R40001 0 1 0000 Hex 0000 Dec
Register
Channel 1 Ending R45000 9998 | 9999 | 1387 Hex 4999 Dec
Register
Channel 2 Starting R45001 0 1 1388 Hex 5000 Dec
Register
Channel 2 Ending R49997 9994 | 9995 | 270C Hex 9996 Dec
Register
Status CH1 | Register R49998 270D Hex 9997 Dec
Status CH2 | Register R49999 270E Hex 9998 Dec

Status byte for channel 1 is located in the low byte of word 270D Hex.
Status byte for channel 2 is located in the low byte of word 270E Hex.

Tag data range for channel 1 will be from 0000 decimal to 9999 decimal
Tag data range for channel 2 will be from 0000 decimal to 9995 decimal
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Modbus TCP/IP Register Based Tag Mapping For OP Ser

les Tags

General Modbus TCP/IP Tag mapping format using Industry Standard 40001 to R49999 Register

based addressing.

Data Modbus | OP Tag Hexadecimal Decimal
% Type Register | Byte Word Address | Word
R Index Address Address
@) H L
§e)
@© Read Only | R40001 0 1 0000 Hex 0000 Dec
8:’ Read Only | R40002 2 3 0001 Hex 0002 Dec
o User R40003 4 5 0002 Hex 0004 Dec
I Starting
= Data
o User R40058 115 116 0039 Hex 0057 Dec
O Ending
Data
User R40009 4 5 0008 Hex 0008 Dec
(= v | Starting
|c_6 40_3 ©| Data
oS 42| User R40064 115 | 116 | 003F Hex 0063 Dec
@) O | Ending
Data
Dynamic R49998 270D Hex 9997 Dec
= Status
g3
M O
Dynamic R49999 270E Hex 9998 Dec
= Status
= N
S T
d—
n O

Modbus TCP/IP Register Based Tag Mapping For OP Ser ies Tags

Read Offset Table
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58 Registers

Read address range from Register 40001 to Register 40058.

Registers 40001 and 40002 are Read Only and are programmed with a fixed ID.

[ ] =ReadOnlyWords

- = Not Accessible

Note: Reading can be done in segments as small as 1 Word.

Word

Word

Word

Word

Word

Word

Word

Word

40001

40002

40003

40004

40005

40006

40007

40008

40009

40010

40011

40012

40013

40014

40015

40016

40017

40018

40019

40020

40021

40022

40023

40024

40025

40026

40027

40028

40029

40030

40031

40032

40033

40034

40035

40036

40037

40038

40039

40040

40041

40042

40043

40044

40045

40046

40047

40048

40049

40050

40057

40051

40052

40053

40054

40055

Modbus TCP/IP Register Based Tag Mapping For OP Ser
Write Offset Table

56 Registers

40056

les Tags
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Write Register range from 40009 to 40063

[ ] =Valid Write Starting Register Offsets

- = Not accessible

Note:

All Writing must be done on 2 Word boundaries. If an invalid boundary is selected as a starting
address the exception error code of 08 Hex is returned.

If less the 2 words are attempted to be written an exception error code of 08 Hex
will be returned.

Register 40009 is equivalent to Register 40003 when writing to an OP tag.

Word

Word

Word

Word

Word

Word

Word

Word

40009

40010

40011

40012

40013

40014

40015

40016

40017

40018

40019

40020

40021

40022

40023

40024

40025

40026

40027

40028

40029

40030

40031

40032

40033

40034

40035

40036

40037

40038

40039

40040

40041

40042

40043

40044

40045

40046

40047

40048

40049

40050

40051

40052

40053

40054

40055

40056

40063

40057

40058

40059

40060

40061

40062

40064 B4 X X X X X
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